3apeructpupoBano B Munrocte Poccum 18 aBrycra 2014 r. N 33620

®EJIEPAJBHASA CJOYKBA BE3OITACHOCTHU POCCUHMCKOM ®EJIEPAITAA

IIPUKA3
ot 10 urons 2014 r. N 378

OB YTBEP)KIAEHUU COCTABA U COAEPKAHUS
OPTAHM3ALIMUOHHBIX U TEXHUYECKHUX MEP 10 OBECIHHEYEHUIO
BE3OITACHOCTH NIEPCOHAJIBHBIX JIAHHBIX ITPU UX OBPABOTKE

B UH®OPMALIMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX JAHHBIX
C UCNIOJIb30BAHUEM CPEJICTB KPUIITOI PAOUYECKOM 3AIIUTHI
NHOOPMAIIMHU, HEOBXOJANUMBIX JIJIS1 BBIIIOJITHEHUSA YCTAHOBJIEHHBIX
MMPABUTEJILCTBOM POCCUMCKOM ®EJEPAIIMN TPEBOBAHUM K 3AIIIMTE
MEPCOHAJBHBIX JAHHBIX JJISI KAXKJIOI'O U3 YPOBHEM 3AIUIIIEHHOCTH

B cootBercTBUM ¢ yacThio 4 ctatbu 19 @enepanbHoro 3akona ot 27 urong 2006 r. N 152-03 "O
MEPCOHANBHBIX JaHHBIX" <1> MpuUKa3bIBalO:

<1> Cobpanmue 3akoHomaTenscTBa Poccuiickoit deneparnu, 2006, N 31 (4. I), ct. 3451; 2009, N 48,
cT. 5716; N 52 (u. 1), cT. 6439; 2010, N 27, ct. 3407; N 31, c1. 4173, c1. 4196; N 49, ct. 6409; N 52 (u. 1),
cT. 6974; 2011, N 23, c1. 3263; N 31, cT. 4701; 2013, N 14, c1. 1651; N 30 (u. I), cT. 4038.

yTBepauTh mnpumiaraemple CocTaB W COJEpXKaHWE OPTaHM3AIMOHHBIX W TEXHUYECKHX Mep II0
obecriedeHnIo 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX TPU UX 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMAax
MEPCOHALHBIX JaHHBIX C MCIOJB30BAHUEM CPEJICTB KpUNTOrpadUyecKol 3amuThl HH(pOpMaIuy,
HEOOXOMMBIX IS BHITTOTHEHMsI ycTaHOBIeHHBIX [IpaBurensctBoM Poccuiickoit @enepannu TpeboBaHUi
K 3aI[UTe MePCOHANBHBIX JaHHBIX JIJIS KQXK0TO U3 YPOBHEH 3alUIIIEHHOCTH.

Hupexrop
A.BOPTHUKOB

[Ipunoxenue
k npuka3zy @Cb Poccun
o1 10 uromns 2014 r. N 378

COCTAB 1 COJAEPKAHUE
OPTAHM3ALMWOHHBIX U TEXHUYECKHUX MEP 10 OBECIHHEYEHUIO
BE3OITACHOCTH HEPCOHAJIBHBIX IAHHBIX IIPU UX OBPABOTKE
B THOOPMAIIMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX JTAHHBIX

C UCNNOJIb30OBAHUEM CPEJICTB KPUIITOT PA®UYECKOM 3AIIUTHI
NHOOPMAIIMU, HEOBXOAUMBIX JIJI51 BBIIIOJIHEHUS YCTAHOBJIEHHBIX
MMPABUTEJIbCTBOM POCCUMCKOM ®EJEPAIIMA TPEBOBAHUM K 3AIIIUTE

MEPCOHAJIBHBIX JAHHBIX JJISI KAXK/JIOI'O U3 YPOBHEM 3AIUIIIEHHOCTH

1. OOume mmonoxeuns

1. HacTosmuii TOKyMEHT OmpeeNsieT COCTaB U COAEP)KaHIe OPTaHN3AIMOHHBIX M TEXHUIECKUX Mep
1o obecrieueHnIo 0e30MaCHOCTH MEPCOHANBHBIX IAHHBIX ITPH UX 00paboTKe B MHOOPMAIIMOHHBIX CHCTEMAX
MEPCOHANLHBIX JIAHHBIX (fJasiee - WHGOPMAIMOHHAs CHCTEMa) C HCIOJb30BAaHHEM CPEJIICTB
kpuntorpapudyeckorr 3amuthl uHGOopManmu (manmee - CK3U), HeoOXOAMMBIX IS BBINOJTHEHUS
yctaHoBieHHBIX [IpaBuTenbcTBoM Poccuiickoit Deneparnu TpeOOBaHUM K 3aIIUTE IIEPCOHATBHBIX JAHHBIX
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JUIS KQKJI0T0 U3 YPOBHEH 3allUIIEHHOCTH.

2. Hacrosmuit 1oKyMeHT npeaHa3HaueH sl onepaTopoB, ucnoib3ywimux CK3U mis odbecneueHus
0e30MacHOCTH MEePCOHATIBHBIX TaHHBIX IPU UX 00paboTKe B MH(OPMALIMOHHBIX CHCTEMaX.

3. [IpuMeHeHre OpraHN3alMOHHBIX U TEXHHYECKHX MEp, ONPEC/ICHHBIX B HACTOSILEM JOKYMEHTE,
o0ecrevnBaeT ormepaTop ¢ y4eToM TpeOOBaHUH IKCILTyaTallnOHHBIX JoKkyMeHToB Ha CK3, ncnonszyembie
U1 obecrieueHUsT 0€30MacHOCTH TEPCOHAIBHBIX JAHHBIX TIPH HX 00paboTke B WH(OOPMAITMOHHBIX
cucTeMax.

4. Oxcmryararnus CK3U momkHa oCyIIecTBISITECA B COOTBETCTBUU ¢ qokyMeHTanmeld Ha CK3U u
TpeOOBaHUAMH, YCTAHOBICHHBIMH B HACTOSILEM IOKYMEHTE, a TaKK€ B COOTBETCTBHM C HHBIMU
HOPMAaTUBHBIMH [TPABOBBIMH aKTaMH, PETYJIMPYIOIIUMH OTHOLICHHUS! B COOTBETCTBYIOLIEH 00JIACTH.

II. CocraB u comepkaHue OpraHU3AITHOHHBIX
U TEXHUYECKHUX MEpP, HEOOXOAMMBIX ISl BBITOTHEHHUS
ycraHoBJIeHHBIX [IpaButenscTBoM Poccuiickoit denepanuun
TpeOOBaHMI K 3aIUTE [IEPCOHAIBHBIX JAHHBIX
U1 4 YPOBHS 3aIUILEHHOCTH

5. B cootBercTBHU ¢ myHKTOM 13 TpeboBaHMii Kk 3anTuTe IEPCOHATBHBIX TAHHBIX MTPH UX 00paboTKe
B MH(OPMALIMOHHBIX CUCTEMAaxX IIEPCOHANBHBIX JaHHBIX, YTBEP K ICHHBIX TOCTaHOBIEeHUEM lIpaBuTenscTBa
Poccuiickoit @epepannu ot 1 HostOps 2012 r. N 1119 <1> (ganee - TpeGoBaHUsI K 3allIUTE TEPCOHATBHBIX
JaHHBIX), UIA oOecrieueHus 4 ypOBHS 3alllUIIEHHOCTH TMEPCOHAJBHBIX NAHHBIX NPU UX 00paboTKe B
WH(POPMAITMOHHBIX CHCTEMaX HEOOXOAMMO BBIITOIHEHHE CIIEIYIOIINX TPEOOBaHMIA:

<1> CoOpanue 3akoHoaatenbcTBa Poccutickoit deneparum, 2012, N 45, 6257.

a) OpraHuzamus pexuma oOecriedeHHs O€30MaCHOCTH IIOMEINIEHHH, B KOTOPBHIX pa3MelleHa
WHQOPMaIMOHHAs CUCTEMA, MPETSTCTBYIOIIEr0 BO3MOKHOCTH HEKOHTPOIUPYEMOTO TIPOHUKHOBEHUS HITH
npeObIBaHMS B 3TUX TIOMEIIECHHUAX JIUII, HE UMEIOIIHX TIpaBa JOCTyIa B 3TH TTOMEICHHUS;

0) obecniedueHne COXpaHHOCTH HOCHUTENEH IMePCOHANBHBIX TaHHBIX;

B) YTBEp:KIIEHHE PYKOBOAMTEIIEM OIepaTopa AOKYMEHTa, ONMpPEeSIONIero MepeyeHb JIML, TOCTYII
KOTOPBIX K MEPCOHATBHBIM AaHHBIM, 00padaTeiBaeMbiM B MH()OPMAIIMOHHOW CHCTEME, HEOOXOIUM ISt
BBITIOJTHEHUSI UMH CITY)KEOHBIX (TPYIOBBIX) 00S3aHHOCTEH;

I') UCIOJIb30BAHUE CPEACTB 3aIIUTHl HHGOPMALUH, MPOLEANINX MIPOLEIYPY OLEHKH COOTBETCTBHUS
TpeOoBaHUsIM 3aKoHOAaTenbcTBa Poccuiickoit ®enmepanun B obnactu obecrieueHUs] 0€30MaCHOCTH
MH(OpMAaIUH, B Cllyyae, KOra IpUMEHEHUE TaKUX CPEeCTB HEOOXOAMMO AJIsl HEHMTpaau3auny akTyaabHbIX
yrpos.

6. [l BeImoTHEHNs1 TpeOOBaHMsI, YKa3aHHOTO B MOJNYHKTE "a" MyHKTa 5 HACTOAIIETO JOKYMEHTA,
HEOOXOMUMO  oOecrieueHrne  pexuMma, TPENSITCTBYIONIETO  BO3MOXKHOCTH — HEKOHTPOJIHUPYEMOTO
NPOHMKHOBEHUSI WM INpeOBbIBaHUS B IOMELICHMAX, IAe pasMmernieHsl ucnonszyemble CK3U, xpansrcs
CK3U u (nnm) HOCHTENN KIIOYEBOH, ayTeHTUUIHMpYIoel 1 naponbHoi nHpopmanun CK3U (aanee -
[Momerenust), UL, HE UMEIOIUX TpaBa JocTymna B [ToMemieHust, KoTopoe JOCTUTACTCS MTyTeM:

a) ocHameHus [lomerieHuil BXOIHBIMU ABEPHMH C 3aMKaMH, 0OeCIIeYeHHsI IOCTOSIHHOTO 3aKPbITHS
nsepeil [lomemennii Ha 3aMOK M MX OTKPBITUSI TOJIBKO JJIsl CAHKIMOHHUPOBAHHOTO MPOXOJa, a TAKKe
ormevareiBanus [loMenieHnii 1o OKOHUaHWM pabodero JHS Wik oOopyaoBanue [lomemieHuit
COOTBETCTBYIOIIMMH TEXHUYECKHMMH YCTPOHMCTBAMH, CHTHAJIM3HPYIOLIMMH O HECAHKIHOHHUPOBAHHOM
BCKphITHH [loMemennit;

0) yrBepkaeHms mpaBmi goctyna B Ilomemenus B pabodee u Hepabodee BpeMs, a TaKKe B
HEINTATHBIX CUTYAIIHsX;

B) YTBEp)KICHHS IIEpEUHs JIUII, UMEIOLINX NpaBo aoctyna B [lomenienus.

7. nst BeImonHEeHMsT TpeOOBaHMA, YKA3aHHOTO B MOANYHKTE "0" MyHKTa 5 HACTOAIIETO JOKYMEHTA,
HE00X0IUMO:

a) OCYILECTBIISITh XPAaHEHHWE CHEMHBIX MALIMHHBIX HOCUTENEH MEepCOHANbHBIX NaHHBIX B cehdax
(Metamnueckux mkadax), 00OpyAOBaHHBIX BHYTPEHHHMHU 3aMKaMH C JABYMsI HJIM Oosee AyOJMKaTaMu
KITFOUeH U IPUCTIOCOOIICHUSIMU JIJISI OTIeUaThIBAHHS 3aMOYHBIX CKBKWH HITH KOJIOBBIMH 3aMKaMu. B ciryuae
€CJIM Ha CheMHOM MaIlIMHHOM HOCHUTEJIE IEPCOHANBHBIX JJAHHBIX XPAHATCS TOJBKO [TEPCOHATBHBIC JIaHHbBIE
B 3amn¢ppoBaHHOM ¢ ucnonb3oBanneM CK3U Bune, nomyckaercs XpaHeHHE TAKUX HOCUTENeH BHe ceii(oB
(MeTamyecKux mKkagoB);
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0) OCYILLECTBIATH [TOIK3EMIUIAPHBIM yUeT MalIMHHBIX HOCUTENEH epCOHAIbHBIX JaHHBIX, KOTOPBIH
JOCTUraeTcsi IyTeM BEIEeHUs >KypHaja ydeTa HOCHUTENell NMEepCOHAIbHBIX AAaHHBIX C HCIOJIb30BaHUEM
PETUCTPALIMOHHBIX (3aBOJICKUX) HOMEPOB.

8. Jlns BHIMOTHEHUS TPeOOBaHMS, YKA3aHHOTO B MOJAMYHKTE "B" MyHKTa 5 HACTOSILIEro JOKyMEHTA,
HE00X0IUMO:

a) pazpaboTaTb M YTBEPOUTb IOKYMEHT, ONPEACNAIOUIMKA IMEpedYeHb JIHI, IOCTYIl KOTOPBIX K
MEPCOHANBHBIM JTaHHBIM, 00OpadaThIBaeMbIM B HH(POPMAIIHOHHON CUCTEMe, HEOOXOAMM IS BHITTOJTHEHUS
MU CITy’KEOHBIX (TPYIOBBIX) 00SI3aHHOCTENH;

0) moanepXKUBaTh B aKTyaJbHOM COCTOSHMM JOKYMEHT, OIPEIEIAIOIINN MepedYeHb JIHL, NOCTYIl
KOTOPBIX K MEpPCOHANBHBIM AaHHBIM, 00padaTeiBaeMbiM B MH()OPMAIMOHHOW CHCTEME, HEOOXOIUM JIst
BBITIOJTHEHUSI IMHU CITyKEOHBIX (TPYIOBBIX) 0053aHHOCTEH.

9. Jlns BBIMONHEHUST TpeOOBaHMs, YKa3aHHOTO B MOMMYHKTE "I MyHKTa 5 HACTOAIIETO JOKYMEHTa,
HEOOXOIUMO Ui KaKIOrO M3 YPOBHEH 3alIMIICHHOCTH NEPCOHANBHBIX AaHHBIX npuMmeneHne CK3U
COOTBETCTBYIOIIETO KJacca, MO3BOJIIONIMX OOecTeYnBaTh 0E30MacHOCTh MEPCOHANBHBIX JaHHBIX IIPH
peanu3anyy LEeJICHANPaBICHHBIX ICHCTBUH C HCIOJIb30BAHUEM alNapaTHbIX W (WIM) MPOrPaMMHBIX
CPEICTB C LieNbI0 HapyeHus: 6e3onacHoctu 3amuiiaeMbix CK3M nepcoHanbHbIX JaHHBIX WM CO3AAHUS
YCJIOBHIM IS 3TOTO (Jajee - aTaka), KOTOPOE NOCTUTACTCS MTyTEM:

a) MOJYYEHHUS] MCXOAHBIX NAaHHBIX A (OPMUPOBAHHS COBOKYIMHOCTH MPEANOJIOKEHUNA O
BO3MOXKHOCTSIX, KOTOPBIE MOTYT HCIIOJIb30BaThCs MPH CO3JaHUU CIOCOOOB, MOATOTOBKE M MPOBEICHUU
aTax;

0) hbopMHUpOBaHUS U YTBEPKICHHS PYKOBOJHUTEIEM OIEpaTOpPa COBOKYITHOCTH TPEATIONOKEHUN O
BO3MOXKHOCTSIX, KOTOPBIE MOTYT HCIIOJIb30BaThCs MPH CO3JaHHUU CIOCOOOB, NMOATOTOBKE M MPOBEIACHUI
aTak, U ONpe/IelIeHUE Ha 3TOW OCHOBE M C YYETOM THIIa aKTyalbHBIX yrpo3 Tpedyemoro kiacca CK3U;

B) HMCIIOJIB30BaHUS JUIsi o0ecreueHus TpeOyeMoro ypoBHs 3aIMIICHHOCTH EPCOHATBHBIX AaHHBIX
npu ux obpabdotke B nHpopmannonnoi cucreme CK3U knacca KC1 u Bhime.

10. CK3U xmacca KC1 mpumensroTcst aisi HeWTpalv3aldy aTak, NP CO3JaHUU CIOCOOOB,
MOJrOTOBKE M MPOBEJICHUN KOTOPBIX UCTIONB3YIOTCS BO3MOKHOCTH M3 YHCIIA CICAYIOIINX:

a) co3aHue croco0oB, MOArOTOBKA U MPOBEICHUE aTak 0e3 MPUBIICUCHUS CIICIIMAINCTOB B 00JIaCTH
paspabotku u ananmza CK3U;

0) co3manue crocoOoB, MOATOTOBKA U MPOBEICHUE aTak Ha PA3UYHBIX 3Talax >KU3HEHHOTO IHKIIA
CK3U <1>;

<1> K sranam xwusHenHoro uukia CK3U ortHocsaTcs paspaboTka (MoIepHHM3alMsA) YKa3aHHbBIX
CPEJICTB, UX MPOM3BOJICTBO, XpaHEHHE, TPAHCIOPTHPOBKA, BBOJ B IKCIUIyaTaluio (IIyCKOHaJIaOYHbIE
paboThI), SKCIITyaTaIHS.

B) NIPOBEACHHE aTaKW, HAXOISICh BHE IPOCTPAHCTBA, B Mpejaerax KOTOPOTrO OCYIIECTBISETCS
KOHTPOJIb 32 IPeOBIBaHNUEM U ACUCTBUSAMU JIUI U (MJIM) TPAHCTIOPTHBIX CPEACTB (J1ajiee - KOHTpOoIupyeMas
30HA) <1>;

<1> T'paHunell KOHTPOIUPYEMOW 30HBI MOTYT OBITH TEPUMETP OXpaHIEMOW TEPPUTOPHH
npeanpusaTus (yUpexkIeHHs), OrpakJarolde KOHCTPYKLHMH OXPaHSIEMOro 3IaHUs, OXPaHSIEMOH YacTH
3/1aHUs, BBIJEJIIEHHOTO MTOMEICHMSL.

I) TMpOBEACHWE Ha JTamax pa3paboTku  (MOIEpHHM3alMM), NPOU3BOACTBA, XPaHEHUs,
tpancnoptupoBku CK3U u 3tane BBoaa B sxcutyatanuto CK3U (myckoHanagounbie paboThl) Cie Iy OIIX
aTak:

BHECEHHE HEeCaHKIHOHUpOoBaHHBIX M3MeHeHni B CK3UW u (mnm) B KOMIIOHEHTHI anmmapaTHBIX U
NPOTrpaMMHBIX CPEACTB, COBMECTHO € KOTOpHIMH mTaTHO (yHKuMoHupyror CK3U u B coBokymHOCTH
npeacrapisromue cpeny pyakmuonupoanus CK3U (manee - CD), KoTopbie CIIOCOOHBI MOBIUATH Ha
BbInoTHeHHE npeabsapisieMblx kK CK3U TtpeGoBanuii, B TOM YHCIE C WCMOJIB30BAaHHEM BPEIOHOCHBIX
porpamum;

BHECEHHE HECAHKLIIMOHUPOBAHHBIX N3MeHEHNH B fJokyMeHTanuto Ha CK3U u komnonenTs! CO;

1) TpOBeieHNEe aTak Ha dtane skciuryatanun CK3U Ha:

MepCOHANbHbIE JaHHBIE;

KIIIOYEBYIO, ayTeHTU(HUIHUPYIOILYIO U TapoibHyto nHdopmanuto CK3U;

nporpammubie komnoHeHTs CK3U;



anmapatabie kKommoHeHTs CK3U;

nporpamMMHbIe KoMrioHeHTsI CD, BKTIOYas mporpaMMHoe odecriedenue BIOS;

anmapatHble KOMIMOHEHTHI CD;

JaHHBIC, IEpeJjaBacMble 110 KaHaIaM CBSI3H;

WHBIE OOBEKTHI, KOTOPBIE YCTAaHOBJIECHBI MPH (HOPMUPOBAHHUU COBOKYITHOCTH TPEATIONOKEHUN O
BO3MOKHOCTSIX, KOTOPBIE MOTYT HCIOJB30BaThCS MPH CO3IaHUHU CIOCOOOB, IMOATOTOBKE M MPOBEACHUN
aTaK ¢ y4eTOM NPUMEHIEMBIX B MHPOPMAIIMOHHOH cucTeMe HH(POPMAallMOHHBIX TEXHOJIOTHHI, allmapaTHbIX
cpenctB (manee - AC) m mporpamMMmHoOro obecrieuenus (manee - [10);

€) TIONyYeHHe W3 HaXOIIINXCS B CBOOOJHOM JOCTYIE MCTOYHHKOB (BKJIIOYAs MH(POPMAIMOHHO-
TEJIEKOMMYHHKALIMOHHBIE CETH, JOCTYI K KOTOPHIM HE OTpaHUYEH OIpPEJC/ICHHBIM KPYrOM JIUI], B TOM
qrciIe HHPOPMAOHHO-TEIEKOMMYHHKAMOHHYIO0 ceTh "UHTepHeT") nHdopMannu 06 nHPOPMATHOHHON
cucteme, B Kotopoit ucnonsdyercst CK3U. [lpu 3Tom MoXkeT OBITh IOy4YeHa CiIeayromas HHPOPMAaIHs:

obmue cBefeHus 00 MHPOPMAIMOHHOHN cucTeme, B KOoTopod mcnonb3yercs CK3U (nasnavenue,
COCTaB, OMepaTop, 00BEKTHI, B KOTOPBIX Pa3MELICHbI PeCypchl HHPOPMALIMOHHON CHCTEMBI);

cegeHns 00 WH(OPMAIMOHHBIX TEXHOJOTHX, Oazax maHHeIXx, AC, [1O, wucmomp3yeMbIx B
nHpopmarmorHoi cucteMe coBMecTHO ¢ CK3MH, 3a uCKIIOUeHNEM CBEICHUH, COMEPIKAIINXCS TOJIBKO B
KOHCTPYKTOPCKOH JIOKyMEHTalluk Ha WH(QOpPManUoOHHbIE TexHonoruu, ©O0as3bl naHuex, AC, I1O,
UCTIONB3yeMble B HH(popMaImoHHo# cucteme coBmecTHO ¢ CK3U;

colepKaHue KOHCTPYKTOpcKor qokymentauuu Ha CK3U;

coJiep>kaHue HaXOAAIIeHCs B CBOOOHOM JOCTYIE JOKYMEHTAIMU Ha anmapaTHBIE H MPOrpaMMHBIE
komnoHeHTh CK3U u CD;

o01Irie CBeJIeHHs O 3aIlniiaeMoi nH(opMaIui, UCIOIb3yeMol B mporecce dkcruryararun CK3U;

CBEJICHUS O KaHaJlaX CBS3H, 110 KOTOPHIM Nepenatorcs 3amuiaembie CK3U nepcoHaabHbie TaHHBIE
(manee - xaHaJ CBS3H);

BCE BO3MOJKHBIE TaHHBIE, ITepeIaBaeMbIe B OTKPHITOM BHJIE 110 KaHAJIAM CBSI3H, HE 3aIUIICHABIM OT
HECaHKIIMOHUPOBAHHOTO JOCTYIA K HH(POPMAINH OPTaHU3AIIMOHHBIMHU ¥ TEXHHYECKUMH MEPaMH;

cBezeHMsI 000 BceX MPOSBILIFOIINXCS B KaHATIAX CBS3H, HE 3aIIMIICHHBIX OT HECAHKIIUOHUPOBAHHOTO
JoCTyna K WHGOPMAlUK OpraHU3allMOHHBIMH M TEXHHMYECKHMH MEpaMH, HAapYyIICHUSX IPaBHIT
skcmryarauuu CK3U u CO;

CBeZIeHHsI 000 BceX MPOSBIIOIINXCS B KaHAJIaxX CBS3HU, HE 3alIMIIEHHBIX OT HECAHKIIMOHUPOBAHHOTO
JocTyna K WH(OpMAlWW OpPraHU3allMOHHBIMH M TEXHUYECKHUMH MEpaMH, HEUCIPABHOCTAX U COOX
anmnapaTHbIx KoMroHeHToB CK3U n CO;

CBEICHHS, TOJlydyaeMble B Pe3ylbTaTe aHalu3a JIFOOBIX CHUTHAJIOB OT amllapaTHBIX KOMIIOHEHTOB
CK3U u C;

) IPUMEHEHUE:

HaXOJAIIUXCSI B CBOOOTHOM JOCTYIIE HITU UCIIONIE3YEMBIX 32 TIPeIelIaMi KOHTPOIHPpyeMoit 30HbI AC
u 110, Britouas anmapatsslie v mporpammubie koMmnoHeHTsl CK3U u CO;

cnenuanbHO paspaboranHsix AC u I10;

3) UCTIOJIb30BAHME HA ATAlle SKCIUTyaTalli B KA4eCTBE CPelIbl IEPEHOCa OT CyObeKTa K 00BeKTy (0T
00BEKTa K CyOBEKTY) aTakH JEHCTBU, OCYIIECTBISIEMBIX IIPH MOJTOTOBKE M (HMJIH) POBEJCHUH aTaKu:

KaHAJIOB CBS3W, HE 3allMIICHHBIX OT HECAHKIMOHWPOBAHHOTO JOCTyNa K WH(popManuu
OpTraHM3aIMOHHBIMU ¥ TEXHHYECKUMH MEPaMH;

KaHAJIOB paclpOCTPaHEHUs CUTHAJIOB, conpoBokaaromux pyakunonnposanne CK3U u Cd;

W) IPOBEJICHHE HA ATAIle SKCIUTyaTallly aTaKu U3 HHPOPMAIIHOHHO-TEIEKOMMYHHKAIIMOHHBIX CEeTEH,
JIOCTYII K KOTOPHIM HE OTPaHWYEH OIPENIEIICHHBIM KPYTOM JIHII, €CIH WH()OPMAIMOHHBIE CHCTEMBI, B
KOTOpbIX Ucnonb3ytoTess CK3U, uMeroT BBIXOJT B 3TH CETH;

K) UCIIOJIb30BaHKE Ha Tale SKCIUTyaTally HaXoIAIINXCS 3a TIPpeaeiaMi KOHTpomupyeMoit 30H61 AC
u 10 u3 cocraBa cpeacTB HHOOPMALIMOHHON CUCTEMBI, MPUMEHIEMbIX Ha MecTax skciutyaTanuu CK3U
(manee - WITAaTHBIE CPEACTBA).

11. CK3M xmacca KC2 mpuMmeHSIOTCS I8 HEUTpaNW3alliu aTak, MpPU CO3JaHWU CIIOCO0O0B,
MOJITOTOBKE U TIPOBEJICHUH KOTOPBIX UCIIONB3YIOTCSI BO3MOYKHOCTH U3 YUCIIA IEPEYHUCIICHHBIX B TIyHKTE 10
HACTOSIIIET0 JOKYMEHTa U He MEHEe OHOM M3 CIEAYIOLINX JOMOJIHUTEIbHBIX BOZMOKHOCTEH:

a) MpoBeJIcHHEe aTaKy PU HaX0XKJICHUHU B MpeJiesiaX KOHTPOJIUPYEMOil 30HbI;

0) mpoBenenne atak Ha dtane dkcuryaranuu CK3U Ha cnepyromue 00beKTHI:

noxymenTaruio Ha CK3U u xommonenTsr CD;

[lomenieHusi, B KOTOPBIX HAaXOJUTCS COBOKYIHOCTH IMPOIPAMMHBIX M TEXHHUUYECKHX 3JIEMEHTOB
cucteM OOpabOTKHM JaHHBIX, CIIOCOOHBIX (DPYHKIIMOHUPOBATH CAMOCTOSITENIBHO WJIM B COCTaBE IPYTHX



cucreM (manee - CBT), Ha kotopsix peanm3oBansl CK3U u CO;

B) IIOJY4YEHUE B paMKaX IPeJOCTaBJICHHBIX ITOJIHOMOYMH, a Takke B pe3yjbTraTe HaOIroJeHUH
crenyrolei nHPoOpMaIuu:

CBEIEHMA O (QU3MYECKHX Mepax 3alluThl OOBEKTOB, B KOTOPBIX pPa3MELICHBl PeCcypChl
MH()OPMAITMOHHON CUCTEMBI,

CBEIEHHH O Mepax IO 00ECIEeYeHHIO KOHTPOJIUPYEMOW 30HBI OOBEKTOB, B KOTOPBIX Pa3MEIIEHBI
pecypcsl HHPOPMAIIMOHHOW CHCTEMBI;

CBEJICHHH O Mepax MO pasrpaHndeHuro foctyna B [lomemenus, B xotopeix Haxomarcs CBT, Ha
KoTopbIX peanmm3oBansl CK3U n CO;

I) HCIOJB30BAHME IITATHBIX CPEACTB, OTPAaHMYCHHOE MeEpaMH, peaJu30BaHHBIMH B
MHQOPMaIMOHHOH cucTeMe, B KoTopoii ucnonb3yercst CK3W, u HampaBIeHHBIMU Ha IPEAOTBpAIlEHHE U
MpeceuyeHre HECAHKITMOHUPOBAHHBIX JIEUCTBUH.

12. CK3U xnacca KC3 mnpumeHsroTcs ais HEWTpalM3allid aTak, NPy CO3JaHUU CIOCOOOB,
MOJTrOTOBKE U MPOBEACHUH KOTOPBIX UCIIOJB3YIOTCS BO3MOKHOCTH M3 YHCJIA MEPSUUCICHHBIX B ITYHKTaX
10 u 11 Hacrosmiero JOKyMeHTa U HE MEHee OHOHN U3 CIEAYIOUINX JOMOTHUTEIHHBIX BO3MOKHOCTEH:

a) pmmaecknit noctyn Kk CBT, Ha koToprix peammnzoBansl CK3U u CO;

0) BO3MOXHOCTB pacrofnarath annaparHbiMu komrnoneHTamu CK3U u C®D, orpannyeHHas Mepamu,
peam30BaHHBIMU B WH(OPMAIIMOHHON cHCTeMe, B KoTOpoil ncnons3yercs CK3U, u HampaBiieHHBIMA Ha
NPEIOTBpAIIECHUE U PecedeHUe HECAHKLIMOHUPOBAHHBIX CHCTBUI.

13. CK3U knacca KB npuMeHsIFOTCsI 17151 HEUTpaIn3ainy aTak, Py CO3JaHUU CIIOCO00B, TOATOTOBKE
U TPOBEJCHUU KOTOPHIX HCIOJB3YIOTCS BO3MOXKHOCTH M3 YMCIIA MEPEUMCIICHHBIX B myHKTax 10 - 12
HACTOSILIETO JOKYMEHTA U HE MEHEE OHOM M3 CICAYIOLINX JAOMOJIHUTEIbHBIX BOSMOKHOCTEH:

a) co3manue crocoOoB, MOArOTOBKA U MPOBEJCHNE aTaK C MIPUBJICUYCHHEM CIIELUATUCTOB B 00JIACTH
aHaJIM3a CUTHAJIOB, conpoBoxaatonux Gynkuuonupopanre CK3U u CD, u B 00s1acTH MCIIOIB30BaHUS A1
peanu3anry aTak HeJOKYMEHTUPOBAHHBIX (HEACKIapUPOBaHHbIX) BO3MOXHOCTEH npukiaanHoro I10;

0) npoBenenne naboparopusix uccienoBanmii CK3U, ncnonp3yeMpIx BHE KOHTPOJIUPYEMOU 30HHI,
OTrpaHUYEHHOE MEpaMH, peaIn30BaHHBIMU B MH(POPMAIIMOHHOH cricTeMe, B KOTopoii ucronssyercst CK3U,
Y HalpaBJICHHBIMHU Ha MPEIOTBPAILCHHE U ITpeceueHe HECAaHKITMOHUPOBAHHBIX ACHCTBHIA;

B) mpoBefieHHe PaldOT IO CO3aHUIO CIIOCOOOB ¥ CPENCTB aTaKk B HAyYHO-WCCIEIOBATEIHCKUX
LEHTpax, CleNUaIm3upyommxcs B obnactu paspabotkn u aHanmuza CK3U m CD, B Tom uucne c
WCIIOJIb30BaHUEM HCXOJHBIX TeKCcToB Bxozsamero B C® mpuxiagHoro I1O, nHemocpencTBeHHO
MCIIOJIB3YIOIIETO BBI30BHI MporpaMMHbIX pynkmmidi CK3U.

14. CK3U knacca KA npumeHsIOTCS A1 HEUTpanu3aiyy aTak, TPy CO3J[aH|H CITIOCOO0B, TTOJITOTOBKE
U TPOBEJCHUN KOTOPHIX HCIOIB3YIOTCS BO3MOXKHOCTH M3 4YMCIA TMEPEYMCIeHHBIX B myHKTax 10 - 13
HACTOSIIIET0 JOKYMEHTa U He MEHEe OHOM M3 CIEAYIOLINX JOMOJIHUTEIbHBIX BO3MOKHOCTEH:

a) co3aHue croco0o0B, MOArOTOBKA U IPOBEJCHUE aTaK C MIPUBJICUCHUEM CIICLUAINCTOB B 00JacTu
WCIIOJIBb30BaHMs Ui peaju3alli aTaKk HEJOKYMEHTHPOBAHHBIX (HEIEKJIapHPOBAaHHBIX) BO3MOXKHOCTEH
cucremuoro I10;

0) BO3MOXXKHOCTB PacIoyiaraTh CBEICHHSAMH, CONEPKALIMMHUCS B KOHCTPYKTOPCKOW JOKYMEHTAIN
Ha armapaTHble ¥ MPorpaMMHbie KOMIOHeHThI CD;

B) BO3MOKHOCTb paciojiarate BceMu amnmapatibiMu komnoneHTamu CK3U u CO.

15. B npouecce GpopMupoBaHusi COBOKYITHOCTH MPENNOI0KEHUH O BO3SMOKHOCTAX, KOTOPBIE MOTYT
UCIIOJIB30BAThCS IPH CO3aHUHM CIIOCOOOB, IOATOTOBKE W IPOBEACHUM aTaK, JONOIHUTEIIbHbIE
BO3MOKHOCTH, HE BXOJIAIINE B YHCJIO NMEPEUUCIEeHHBIX B MyHKTax 10 - 14 HacTosIero mJoKymeHTa, He
BJIMSAIOT Ha MOPSIIOK onpenenenus Tpedyemoro kinacca CK3U.

III. CocraB u comep:kaHNe OPraHU3AITIOHHBIX
Y TEXHUYECKHUX Mep, HEOOXOIUMBIX JIJIsl BHITTOTHEHUS
yctaHoBieHHbIX [IpaBurensctBom Poccuiickoit @enepannn
TpeOOBaHMI K 3alIUTE MEPCOHATBHBIX TaHHBIX
JUIsL 3 YPOBHS 3aIIAIIIEHHOCTH

16. B cootBeTcTBUH ¢ myHKTOM 14 TpeOoBaHMii K 3alUTE IEPCOHATBHBIX JaHHBIX 1151 00ecreueHHs
3 ypOBHS 3alIMINEHHOCTH MEPCOHAIBHBIX JIAHHBIX MPH WX 00paboTKe B MH(OPMAIMOHHBIX CHCTEMAax
MIOMUMO BBITIOJTHEHUS TPEOOBAHUH, MPEyCMOTPEHHBIX ITYHKTOM 5 HACTOSIIETO JOKYMEHTa, HE00XO0IUMO
BBITIOJIHEHWE TPeOOBaHUS O HA3HAYCHHWM JIOJDKHOCTHOTO Juua (pabOTHHKA), OTBETCTBEHHOIO 3a
obecrieyeHne 6€30MaCHOCTH TIEPCOHANBHBIX JJaHHBIX B MH(POPMAIIMOHHOM cUcTEeMe.
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17. lns BBINOJIHEHUS TPEOOBaHUS, YKa3aHHOTO B MMyHKTE 16 HACTOAIIETO JOKYMEHTa, HEOOXOAMMO
Ha3HauYeHHWE OOJAMAIOIIeT0 JOCTATOYHBIMH HaBBIKAMH JOHKHOCTHOTO JiMa (pabOTHHKA) omepaTropa
OTBETCTBEHHBIM 3a obecrieyeHre 0e30MacHOCTH MePCOHANBHBIX JaHHBIX B HHPOPMAIIHOHHOH CHCTEME.

18. [yis1 BeIONTHEHUS TpeOOBaHUS, YKa3aHHOTO B MOJIMYHKTE "T" MyHKTa 5 HACTOSIILIETO JOKYMEHTA,
HEOOXOMMO BMECTO MEPHI, MPEeIyCMOTPEHHOW MOAITYHKTOM "B" TyHKTa 9 HACTOSIIEro JOKYMEHTa,
UCIIOJIB30BaTh IJIs o0eclieueHus TpeOyeMOro YpOBHSI 3alLIMIEHHOCTH NEPCOHANBHBIX NAaHHBIX IPU HX
00paboTke B MH)OPMAIIMOHHOM CUCTEME:

CK3U knacca KB u BpIlIe B cimy4asix, Koraa i HHOOPMAIMOHHOW CHCTEMBI aKTyallbHbBI YTPO3BI 2
THUIIA;

CK3MU knacca KC1 u Bbime B cnyyasx, Kora A1 HHOOPMAaLMOHHON CUCTEMBI aKTyaJIbHBI YTPO3HI 3
THUIIA.

IV. CoctaB u conepskanre opraHu3aluOHHBIX
Y TEXHUYECKHUX MEp, HEOOXOIUMBIX JUUISl BHITIOJHEHUSI YCTAHOBJICHHBIX
[IpaBurenscTBOM Poccmiickoit denepannu TpeOOBaHNN K 3aIIUTE
MEPCOHATBHBIX TaHHBIX IS 2 YPOBHSA 3alIUIIEHHOCTH

19. B cootBercTBHE ¢ myHKTOM 15 TpeOoBaHwmii K 3aIIUTE MEPCOHANBHBIX TaHHBIX IS 00eCTIedeHus
2 ypOBHS 3aLIMILIEHHOCTH MEPCOHATIBHBIX AAHHBIX MPU UX 00paboTKe B MH(POPMALMOHHBIX CHCTEMax
MIOMUMO BBITIONIHEHHSI TpeOOBaHWH, MPEAYCMOTPEHHBIX MyHKTaMH S5 W 16 HacTosiero JOKYMEHTa,
HEOOXOIUMO BBHINIOJIHEHHE TPEOOBAHUS O TOM, YTOOBI JIOCTYIl K COJACPKAHHIO 3JIEKTPOHHOTO JKypHaia
co00IIeHuil ObUT BO3MOXKEH HCKIIOYHTEIHHO I MOJDKHOCTHBIX U (paOOTHHMKOB) omepaTopa WIN
YIIOJIHOMOUYEHHOTO JIMIIA, KOTOPBIM CBEICHUS, COACPKAIIMEC] B YKa3aHHOM JKypHalle, HEOOXOIUMBI JUIs
BBITIOJTHEHHUSI CITYKEOHBIX (TPYAOBBIX) 0053aHHOCTEH.

20. Jlns BeIOTHEHMS TpeOOBaHMsI, yKa3aHHOTO B MMyHKTE 19 HacTosMIero JOKyMeHTa, HE00X0IUMO:

a) YTBEpXKIEHHE PYKOBOOUTEIEM OIepaTopa CIHCKa JIHMI, MAOMYIIEHHBIX K COICPKAHUIO
9JIEKTPOHHOTO JKypHaja cCOOOICHUH, U MoAepKaHie YKa3aHHOTO CIIHCKA B aKTyaJ bHOM COCTOSHUM,

0) oOecneuenne  HMHPOPMALMOHHOW  CHUCTEMBI ~ aBTOMATU3UPOBAHHBIMH  CPEICTBaMH,
PETUCTPUPYIOLIMMH 3aMPOChl M10JIb30BaTeNeH HHPOPMALMOHHON CUCTEMBI HA MOJIyYCHHE NEPCOHATIBHBIX
JAHHBIX, a TaKke (aKThl TPEAOCTABICHUS MEPCOHANBHBIX JAaHHBIX O STHM 3apocaM B 3JEKTPOHHOM
JKypHaJIe COOOIICHMIA;

B) o0ecrieyeHne MH(HOPMaAIIMOHHOM CHCTEMbI aBTOMATU3UPOBAHHBIMH CPEACTBAMH, UCKITIOYAIOIIUMHU
JOCTYI K COJEPXaHHUIO BJIEKTPOHHOIO KypHaja COOOLICHHWH JIML, HE YKa3aHHBIX B YTBEPKIACHHOM
PYKOBOAMTENEM OIepaTopa CIHHUCKE JUI, JOMYIIEHHBIX K COAEP)KaHUIO JIIEKTPOHHOTO KypHasa
COOOIIEHHI;

r) obecriedeHue MepUOIUUECKOro KOHTPOJISE pabOTOCIIOCOOHOCTH YKa3aHHBIX B MOJIMyHKTax "0" u
"B" HACTOSIIIIETO MyHKTa aBTOMaTU3UPOBAHHBIX CPENICTB (He pexe 1 pa3a B monrona).

21. JIns BeimonHeHUs1 TpeOOBAHMUS, YKA3aHHOTO B MOJANYHKTE "T" MyHKTa 5 HACTOSILETO JJOKYMEHTA,
HEOOXOJMMO BMECTO Mep, IMPeayCMOTPEHHBIX MOAIMYHKTOM "B" myHKTa 9 M myHKTOM 18 Hacrosiero
JIOKYMEHTA, UCTIOJIb30BaTh JIJIsl 00eCTIeYeHus TPeOyeMOro YPOBHS 3aIUIIIEHHOCTH IEPCOHAITBHBIX TaHHBIX
npu ux 00paboTke B MHQOPMAIIMOHHOW CHCTEME:

CK3U knacca KA B ciyuasix, koraa aj1st ”HGOPMALMOHHON CUCTEMBI aKTyallbHBI YIpo3bl 1 THIIa;

CK3U knacca KB u Bblle B cityyasix, Koraa it HHQOpMaMOHHON CHCTEMBI aKTyalbHbI YIPO3bI 2
THUIIA;

CK3U knacca KC1 u BbIe B ciyvasx, Korja A1 HHGOPMAaLMOHHON CUCTEMBI aKTyaJIbHBI YTPO3bI 3
THIIA.

V. CocraB u conep)kaHre OpraHn3arlOHHbBIX
Y TEXHUYECKHUX Mep, HEOOXOIUMBIX ISl BHITIOTHEHUSI YCTAHOBJICHHBIX
[IpaBurenscTBOM Poccmiickoit Denepannu TpeOOBaHUM K 3aIIUTE
MIePCOHANBLHBIX JAaHHBIX IS | YPOBHS 3aIUIIEHHOCTH

22. B cootBercTBHU ¢ MyHKTOM 16 TpeGoBaHuii K 3aIUTe IEPCOHATIBHBIX TAHHBIX I 00eCIIeUeHUsI
1 ypoBHS 3aIIMIIEHHOCTH TEPCOHAJIBHBIX NAaHHBIX MPU UX 00paboTke B WH(OPMAIMOHHBIX CHCTEMax
TIOMUMO BBITIOJTHEHHS TPEOOBaHUH, TPETyCMOTPEHHBIX MyHKTamu 5, 16 u 19 Hacrosmiero NTOKyMeHTa,
HE00XOIUMO BBITIOJTHEHHUE CIIEAYIOIINX TPEOOBaHUA:

a) aBTOMAaTHYECKask PETUCTPAIUs B SIEKTPOHHOM JKypHaje 6€30MMacHOCTH U3MEHEHHSI TIOJTHOMOYHUI
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COTpYIHHKA OIepaTropa o JOCTYNy K IEPCOHAIBHBIM JaHHBIM, COAEPXKALIIMMCS B MH(POPMAIMOHHON
CHCTEME;

0) cozgaHue OTHENBHOTO CTPYKTYPHOrO NOApAa3[efieHHs, OTBETCTBEHHOTO 3a obecreueHne
0e30MacHOCTH EPCOHANBHBIX JaHHBIX B HH()OPMAIIMOHHON cUCTeMe, INOO BO3NIOKEHUE ero PyHKIHUNA Ha
OJIHO U3 CYILECTBYIOIIUX CTPYKTYPHBIX NOPA3ICICHUN.

23. [l BBITTOJTHEHUS TPEOOBAHMSA, YKA3aHHOTO B MOAMYHKTE "a" MyHKTa 22 HACTOAIIETO JOKYMEHTA,
HE00X0IUMO:

a) oOecneyeHne HH(POPMALMOHHON CHCTEMbI aBTOMAaTH3HPOBAHHBIMH CPEICTBAMH, O3BOJIIOLIIMHU
ABTOMAaTHYECKH DPETHCTPUPOBATh B 3JIEKTPOHHOM JKypHaje O€30MacHOCTH W3MEHEHHs HOJIHOMOYMI
COTPYAHHUKA OlepaTopa MO JAOCTYIMY K MEPCOHANBHBIM JaHHBIM, COAEPKAIIMMCS B MH()OPMAIIMOHHOM
CUCTEME;

0) oTpakeHHE B JJIEKTPOHHOM >KypHaje Oe30MacHOCTH IOJHOMOYHI COTPYAHHKOB OIlepaTopa
MEPCOHANBHBIX JAHHBIX MO JOCTYMY K MEPCOHAJbHBIM JTaHHBIM, COJEpXalluMcs B WHPOPMALUOHHON
cucteMe. YKa3aHHbIE TOJTHOMOYHS TOJKHBI COOTBETCTBOBATH JOKHOCTHBIM O0S3aHHOCTSIM COTPYAHUKOB
oreparopa;

B) Ha3HA4YeHHE OIEPaTOpPOM JIMIA, OTBETCTBEHHOI'O 3a MEPUOJMUYECKHH KOHTPOJIb BEICHUS
3NIEKTPOHHOTO JKypHajia 0e30MacHOCTH U COOTBETCTBHUSI OTPaKCHHBIX B HEM IOJIHOMOUYHUI COTPYIHHUKOB
orepaTopa UX OKHOCTHBIM 00s13aHHOCTSM (HE pexke 1 pasa B Mecsn).

24. ]1ns BBITOTHEHUS TPeOOBaHMs, yKa3aHHOTO B MOAITyHKTE "0" MMyHKTa 22 HACTOAIIETO JOKYMEHTA,
HE00X0IUMO:

a) MPOBECTH aHAIM3 LeIecO0OPa3sHOCTH CO3IaHHS OTIENBHOTO CTPYKTYPHOTO IOIpa3/IesICHHs,
OTBETCTBEHHOTI'0 3a obecreyeHre 0e30MacHOCTH NePCOHANBHBIX JAHHBIX B HHPOPMALIIOHHOHN CUCTEME;

0) co3aaTk OTAENBEHOE CTPYKTYPHOE MoApasaesieHie, OTBETCTBEHHOE 3a oOecriedeHne 0e30MacHOCTH
MIEPCOHANBHBIX JTAHHBIX B WH()OPMAIMOHHON cucTeMe, MO0 BO3JOXKHTH €ro (DYHKIMH Ha OJHO W3
CYLIECTBYIOLIUX CTPYKTYPHBIX IOAPa3ACICHUI.

25. Jlns BeITIOTHEHUS TpEOOBaHUS, YKa3aHHOTO B MOAITYHKTE "a" MyHKTa 5 HACTOSIIETO JOKYMEHTA,
JUTst obecriedeHus | ypoBHS 3aIIMIICHHOCTH HEO0X0UMO:

a) obopymoBaTh okHa [lomernienuii, pacronoKeHHbIC Ha IEPBBIX U (WIIH) MOCIEIHUX ITaXaX 3JaHuH,
a Taroke okHa [lomenieHnii, HaXOASIIMECs OKOJIO MOKAPHBIX JIECTHUI] M APYTHUX MECT, OTKYZla BO3MOXKHO
NpOHUKHOBeHHE B [loMemleHHs TOCTOPOHHMX JIMI, METANTMYECKUMH pEHICTKAMH WM CTaBHSIMHU,
OXpaHHOW CHTHaIW3alMeld WM JAPYTMMH CPEICTBaMH, TPEISTCTBYIONIMMH HEKOHTPOIUPYEMOMY
NPOHUKHOBEHHIO IOCTOPOHHUX JIML] B IOMELICHNUS;

0) oOopynoBaTh okHa U JBepu [loMemieHuii, B KOTOPBIX pa3MeIleHbl cepBepbl MH(OPMALMOHHON
CHUCTEMBI, METAJUIMYECKUMH pEeIIeTKaMH, OXPAaHHOW CHUTHalIM3alMed WM JPYTHMMH CpEACTBAMH,
NPENSATCTBYIOIMMH HEKOHTPOJIMPYEMOMY IPOHUKHOBEHHIO IOCTOPOHHUX JIMI B IIOMELICHUSI.

26. Jlns BeITOTHEHUS TPeOOBAHUS, YKa3aHHOTO B TIOITYHKTE "I ITyHKTa 5 HACTOSIIEro JOKYMEHTA,
HEOOXOIMMO BMECTO MeEp, MPEyCMOTPEHHBIX MOAITYHKTOM "B" IyHKTa 9, myHKkTamu 18 u 21 HacTosero
JIOKYMEHTA, UCTIOJIb30BaTh JIJIsl 00eCTIeYeHus TPeOyeMOTo YpOBHS 3aIUIIIEHHOCTH TIEPCOHATBHBIX TaHHBIX
npu uX 00paboTke B MHPOPMAIIMOHHON CHCTEME:

CK3MU knacca KA B ciyuasix, koraa jjist ”HGOPMAIMOHHON CUCTEMBI aKTyalbHBI YIPo3bl | THIIA;

CK3WU knacca KB u BblIe B citydasix, Korja 1jisi HHQOpMaIIMOHHOW CUCTEMBI aKTYalbHbI YTPO3bI 2
THIIA.




